Westbory Infant School

Parent Online Safety Newsletter

Welcome to our Online Safety Newsletter!
As we all continve to live and learn in different ways, sometimes relying more heavily on online learning, we want to
reinforce the positive message of building safe behaviours, whether at home or in school. Please visit oor Online
Safety page on our website for more support.
http://www.westbory-inf.wilts.sch.uk/Online-Safety/
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Al Companions

What are Al companions?

Al companions are artificial intelligence services designed to interact with vsers
to simolate friendship or romantic relationships. There are many different Al
companions available, accessible via apps or websites. Many of these apps are
intended for adults and have an age rating of 18+.

Why are children vsing Al companions?

There are many reasons a child might want to vse an Al companion, incloding:
To ask advice and guestions that they may be embarrassed to ask another
person. [t may be easier to talk to an Al companion, so it is imperative children
onderstand the difference between Al and real people.

They feel lonely and are looking for friendship.

Children may jost be corious and want to try new technology.

What shoold [ be aware of?

e Age restrictions: it is important to check the age rating to see if it is
appropriate for yoor child.

e Inappropriate content: there is often a lack of moderation so vsers could be
exposed to content/language that is not soitable for their age.

o Emotional dependence: Al companions are designed to act as a friend,
encouraging an emotional dependence. This may lead to yoor child becoming
over reliant on the service. A chatbot should never replace a parent, a medical
professional or other trosted adolt.

o Relationships: repeated vse of Al may influence a child's understanding of
relationships and consent in real life.

e Privacy and personal information: children shoold not share personal or
confidential information with Al companions.

What can [ do?

Check the age rating and any privacy settings.

Set vp appropriate parental controls on their devices/ broadband.

[t is crucial to have regular conversations with yoor child about the risks
outlined above and about what they are doing online. Ensore yoor child knows
that they should talk to yoo or another trosted adolt if anything concerns them,
Forther information
https://www.internetmatters.org/resovrces/ai-chatbots-and-virtoal
friends-how-parents-can-keep-children-safe/
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Doki Doki Literature Clob
Doki Doki Literatore Clob is a game

that, doe to its cartoon anime
appearance, may appear to be a game
suitable for all. However, as the game
progresses, it contains moch darker
and potentially distressing themes. The
game includes references to svicide,
self-harm and death.

The App store rates it as 18+ as it has
cartoon or fantasy violence and
horror/fear themes as well as
infrequent profanity and crode homoor.
Yoo shoold also be aware that the app
also includes in app porchases.

The game's own website also states
that it "is not svitable for children or
those who are easily distorbed.” Please
ensure you have set vp appropriate
parental controls on any devices and
platforms that yoor child vses to
ensure they can't access games that
are not svitable for their age.

Happy Tree Friends

Happy Tree Friends is another
animated series that might look
harmless becavse of its cartoon
graphics, but the programme contains
violence, death and blood. Clips of
Happy Tree Friends are also
circolating on social media platforms.
As above, we would recommend that
you have set vp appropriate parental
controls to limit exposure to content
like this. Also, chat to your child about
what they are watching online and
ensure they know that if they do see
something online that vpsets them,
then they shoold talk to yov or another
trosted adolt. Forther information:
Happy Tree Friends - Parents' Guide ¢

Website Review | Common Sense Media

Discord

Discord is a social networking app originally designed for gamers, bot is now vsed
by lots of different people to chat to each other online. The minimom age to
access Discord is 13. The App store rates it as 17+.

Discord is made vp of servers, which are spaces for groups to chat, vpload files
and share images etc. Anybody can set vp a server, and it can be set as either
public or private. Users can video call and send direct messages to other
individuals or groups. Children who play online games such as Fortnite may vse
Discord to chat whilst playing the game (rather than vsing the game's own chat
facility). In-app porchases are available through Discord's subscription service
called Nitro.

How can | make it safer?

Discord have created a Family Centre, which provides forther information about
what Discord is, as well as information about different safety settings available:
https://discord.com/safety-family-center

As always, we would encovrage you to chat to your child to see why they vse
Discord and ensure that they know how to block vsers and what to do if they see
any inappropriate content. It is important to be aware that Discord does include
video/voice calling which cannot be filtered.

Discord is vsed by an array of vsers and therefore adolt content can be found on
Discord, as well as inappropriate language. Discord have prodoced this article,
which answers frequent questions: https://discord.com/safety-library

L !
5 fon online activities ﬁ . .

Whilst we must be aware of the negative aspects of the internet, it's also
important to remember that it can also be a great place to have fon or learn
something new as a family.

Why not try the following?

1. Play a game together.

2. Take a family quiz— it could be arovnd the topic of online safety (e.g. from
Childnet) or you coold vse Kahoot to create youor own.

3. Learn something new— explore BBC Bitesize, National Geographic Kids or
Khan Academy.

4. Create something— make a digital drawing or video.

5. Read an Avdio book.

Contact the compiler

emillardawestbury-inf.wilts.sch.uk
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